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Alarming Tool vs Remote viewer

Available through VPN or GIN only, not through public internet e.g. from home

Each robot is displayed separately with more robots at separate URLs. It means you need to use more
URLs if you use more then 4-5 robots in the country. This can be problem for 24/7 supervision purpose if
you use more than 8-10 robots with 2 URLs displayed on separate screens.

Tested services are in columns with colour
schema for different results for each robot.

Details about the test available when you click
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Alarming Tool vs Remote viewer

Available through public internet e.g. with an access from your home

Secured by SSL certificate
One screen enough to cover results from all robots

Easy to check status of specific services like DNS,
web pages, etc. after planned works or deployment

Changed Service oriented view on results. Not split
in according to robots but according to tested
services (HTTP, DNS, FTP, SMS, etc.) or networks
(2G/3G/4G/ADSL/FTTH).

Drill down option from the 1st level/view on status of
networks (2G/3G/4G/ADSL/FTTH) and tested services
(HTTP, DNS, FTP, SMS, etc.) to details about specific
service

New tests configured on your robots added
automatically to the Alarming tool.

Remote viewer - not stopped to use
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Alarming Tool Data services - level 1

88 AlarmingTool / Level_1 / By Networks ~ a T =] @ Last 3 hours Q

Q

High-level QoS overview ordered by Services or Networks
Filter for supervised services, networks and APNs

Drill down to the 2 |evel

Success rate in specified time period

Customized colour schema for different alarm levels

Service Al v Network  all ~ APN Al =2 AlarmingTool / Level_1 / ByService

DNS
— 98.96 % (286!289)
SMS
97.56 % (40/41)

> Dark green >99%
95-99%

» Orange 90-95%

> Red <90% —

SMS Alerte *530%4*2*1#
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Alarming Tool Data services - level 1

= Panel with the Last update information and RED colour schema in case of outage
= Robot availability status with direct link to test results configured on robots
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Alarming Tool Data services - level 1

New pop up panel with
= |dentification of robot outage
= The issue with SIM card registration

= Low SIM credit balance/data bundle alert

88 AlarmDEV / Level_1 / By Networks Robot and RAN status - 8 & P & | Onw3mhtonows2h Q| & 3me
E2E-ANDROID - Banska Bystrica x

Country  Slovakia = Service  All = Network  All = APN Al ~ 122 AlarmingTool / Level 1/ ByService

The robot E2E-ANDROID last time uploaded data at Mon, 11 Nov 2019 07:59:51
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Alarming Tool Data services - level 2

Overview of all supervised tests in specific service // DNS, DL/UL throughput, WEB page availability, etc.
Drill down to the 3rd level
Success rate of each specific test in specified time period
Customized colour schema for different alarm levels

> Dark green >99%

95-99%
» Orange 90-95%
> Red <90%

88 AlarmingTool / Level_2 - Bl el & [ elastahos a2

Slovakia / 2G network / WEB service / Operator 23101

~ Status of selected tests
Y WeB infra.fe.sun.orange.sk/ e = Ky = £
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Alarming Tool Data services - level 3

Overview of all robots with specific test
Success rate of each robot in specified
time period with progress ¥ or 3

Customized colour schema for different
alarm levels

> Dark green >99%
95-99%
» Orange 90-95%
> Red <90%
Result distribution of all robots
Error description
Drill down to the 4th level

28 AlarmingTool / Level_3 -

~ APN internet

~ Results distribution

> Error Description (3 panels)

~ Group Error description

Time APN~ Robot

2019-04-25

internet E2E-2G-ZV

[T [ s/

Slovakia / 2G network / Operator 23101 / DL;ssl.daset.sk;1m

DL:ssl.daset.sk;1m 2G

FAIL Attemps 2G Slovakia
Page Error

DL;ssl.daset.sk;im An existing connection was forcibly closed by the remote host
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Alarming Tool Data services - level 4

Overview of all test results on
specific robot

Easy to check if all tested services
fail (robot/modem/SIM issue) or
just few of them (service issue)

Details about the test

Guide for WEB_TRANS and
Android tests with description of
steps. Use mouse over name of
the service.

Screenshots for WEB_TRANS and
Android tests for easy

identification of an issue. Use
CTRL key for Zoom.

Graphical view of performance
when you click on the service
(WEB, FTP, etc.)

Cell ID and RX level

28 AlarmingTool /Level_4 - B | e ‘!{ L OQrastizhous Q@ & ~

Slovakia / E2E-INT-PREPAID / Operator 23101 (Banska Bystrica)

125

FTP internet  DL;ftp.daset.sk;200m

WEB internet  www.daset.sk

WEB internet  https://www.orange.sk/

WEB internet  https://www.facebook.com/

WEB internet  https://www.daset.sk/copemicus.f <,
PING internet  www.facebook.com;100

PING internet  www.daset.sk;100

WEB_T... internet obnovakreditugezinterne
Service WEB_TRANS obnovakre

Details
Robot name: E2E-INT-PREPAID

WEB_T... internet kontrolaspotre

Step: 1. Zobrazenie stranky http:
kreditu

Network: 3G service: WEB apn: internet

Step: 2. Kliknutie na odkaz ‘obnova kreditu cez intemnet banking

Step: 3. Zadanie tel cisla starttime: 18.07.2019 23:30:04

msispn: 0917026283

Step: 4. Vybratie banky (Slovenska Sporitelna) a stlacenie tlacidla Dokoncit a zaplatit

RecelvingTime: 1-279 S. Browser: Chrome

PagerServer: Nttps://www.facebook.com/

88 AlarmingTool /Level_4 - 2 52 e & & Olastizhous Q &

WEB_T... internet
WEB_T... internet
WEB_T... internet
WEB_T... internet
WEB_T... internet
WEB_T... internet

v 3G RAN detail

Slovakia / E2E-PODPALCOM / Operator 23101 (Banska Bystrica)

mcare_spotreba

mcare_aktivacia_clir

mcare_deaktivacia_clir

orangego_homepage

.... 18.07.2019 21:42:48

mcare_kontrola_spotreby_idkod

mcare_prehlad_faktur_idkod

2019-07-19 00:28:09 2
~RXLevel: 51 5
calliD. 0

\\\\\\




Alarming Tool Data services - level 4

= Possibility to restart robot remotely from the Alarming tool

88 AlarmingTool /Level_4 - www daset sk says 8 zell 2 oumims a ;-
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Alarming Tool IPTV and SatTV services

Quick overview of IPTV/SatTV results
KPI panel can be reordered in according to TV channels, availability, Zapping time, errors and attempts

TV channel availability panel is ordered in according to error counting rate combined from supervised
period and the last attempts on the top. Pop-up window with details.

Snapshots from all attempts are available as overview or in full size

28 AlarmingTool /IPTV & SAT TV ~ 8 | B & Olastizhous | @ & 5m~

Country  Slovakia ~ Network  All ~ Robot  All ~

> KPIs (9 panels)

~ Channel availability

Channel availability by hour

Channel 21:00 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00

CS Film/CS mini
TA3 HD
Prima MAX HD
Cartoon Netwaork Prima MAX HD »®
Cinemax HD )
Robot Network Test result Channel nr. Snapshot Time
DocuBox HD E2E-NANGU-BB FTTH PASS 157 Show snapshot  03:00:37
TV Vega E2E-NANGU-BA FTTH PASS 2o
Discovery Science HD E2E-SAT-TV2 SAT PASS
o HD E2E-SAT-TV2 SAT PASS -
E2E-FTTH-TV-BB FTTH PASS Prima MAXHD
Dorcel TV HD E2E-SAT-TVZ SAT PASS
CT 1HD | E2E-SATTV1 SAT PASS
S ——— E2E-SAT-TV2 SAT PASS
TV-INTERNET-OTT DSL PASS N ’ A Y
TV Hronka Error EPG is not available Der Urbino Thriller: Die Tote im Palazzo...
TV Barrandov HD - - - - [ astivas Y
Fashion Television HD
Cinemax 2HD :
JOJ plus HD | s

CT Art/Detem

Dajto HD




Alarming Tool IPTV and SatTV services

= Error list panel brings error description from each TV channel with snapshot link and customized
colour code for easier identification of errors

= Robot status with TV channels success rate progress ¥ or 3

AlarmingTool / IPTV & SAT TV - = v B2 = @lLastizhous @ | & 3mw

Country  Slovakia = Network Al = Robot Al =

» KPls (9 paners)

> Channel availability (7 panel)

~ Error list
Error list

Time = Robot Databearer Channel Quality Channel number Error Snapshot

2020-02-03 13:39:48 E2E-NANGU-NR FTTH Orange Sport 4 HD 197 Audio Silence is detected E2E-NANGU-NR_channel_197_20200203_134002797_0K jpg
2020-02-03 13:39:24 E2E-NANGU-NR FTTH arange Sport 3 HD 196 Audio Silence is detected E2E-NANGU-NR_channel_196_20200203_133938796_0K.jpg
2020-02-03 13:39:00 EZE-NANGU-NR FTTH Qrange Sport 2 HD 195 Audio Silence is detected E2E-NANGU-NR_channel_195_20200203 133914882 OK.jpg
2020-02-03 13:37:28 E2E-NANGU-NR FTTH Orange Sport 4 HD 197 Audio Silence is detected E2E-MANGU-NR_channel_197_20200203_133742733_OK.jpg
2020-02-03 13:37:05 E2ENANGU-NR FTTH Orange Sport 3 HD 196 Audio Silence is detected E2E-MANGU-NR_channel_196_20200203_133718971_0K.jpg
2020-02-03 13:36:41 E2ENANGU-NR FTTH Orange Sport 2 HD 195 Audio Silence is detected E2E-NANGU-NR_channel_195_20200203_133655121_0K.jpg
2020-02-03 13:35:09 E2E-NANGU-NR FTTH Orange Sport 4 HD 197 Audio Silence is detected E2E-NANGU-NR_channel_197_20200203_133523130_0K.jpg
2020-02-03 13:34:45 EZE-NANGU-NR FTTH QOrange Sport 3 HD 196 Audio Silence is detected E2E-NANGU-NR_channel_196_20200203_133459194_0K jpg
2020-02-03 13:34:21 E2E-NANGU-NR FTTH arange Sport 2 HD 195 Audio Silence is detected E2E-NANGU-NR_channel_195_20200203_133435219_0K jpg
2020-02-03 13:32:49 E2E-NANGU-NR FTTH Qrange Sport 4 HD 197 Audio Silence is detected E2E-NANGU-NR_channel_197_20200203_133303019_OK.jpg
2020-02-03 13:32:39 E2E-FTTH-NPVR FTTH TV Archiv 3D - E2E-FTTH-NPVR_archiv_20200203_133339583_NOK jpg

~ Robot success rate status

2 i E2E-FTTH-NPVR y E2E-NANGU-BA 5 E2E-NANGU-BB 2 £
9492% V 98.92% A 98.97% A




Alarming Tool Voice services — level 1

Quick overview of Outgoing, Incoming voice calls and Voice services according to the networks
Error list and Robot availability status

Drill down option to the 2" level to get more details

88 AlarmingTool / VOICE - Level_1 - B v P & Olstzhows Q & 3am~

(%

Country  Slovakia Network Al =

« Status by networks

26

CSFB->3G FTTH MIPC VOLTE VOWIFI

~ Error list

QUTGOING-CALL Error list

Time = Outgoing call from robot  Outgoing call network Outgoing MSISDN Incoming MSISDN Outgoing call Connection error Audio quality error MOsS Outgoing call file
2020-03-02 10:38:13 VOLTE-SLAVE VOLTE +421917379140 +421917427433 FAIL Call was not established:currentState:ALER... - 0 VOLTE-SLAVE_20200302_103725_VOLTE-SLAVE_P.
2020-03-02 09:14:32 VOWIFI-SLAVE2 VOWIFI +421905010019 +421905010302 FAIL Drop Call

3.878 VOWIFI-SLAVE2_20200302_091341_VOWIFI-SLAV...




Alarming Tool Voice services — level 1

= Error list with customized colour messages
= Robot availability panel with direct link to status of outgoing and incoming voice calls

[ Alarming-VOICE / VOICE - Level_1 - 8 w 2 § Olstshus @ & 5m~

Country  Slovakia ~ Network Al ~

> Status by networks (35 panels)
v Error list
OUTGOING-CALL Error list
Time Outgoing call from robot  Outgoing call network Outgoing MSISDN g Outgoing call C ion error Audio quality error MOS Outgoing call file
2020-01-31 13:12:57 VOLTE-SLAVE3 VOLTE +421917393748 +421907700082 PASS - low M( ! 2.196 VOLTE-SLAVE3_20200131_131204_VOLTE-SLAVE
2020-01-31 13:08:53 BB-VOSET-MASTER 36 0907700082 0905014529 PASS E M 1.876 BB-VOSET-MASTER_20200131_130838_BB-VOSET.
2020-01-31 13:08:33 VOWIFI-SLAVE2 VOWIFI +421905010019 +421905010302 PASS - MC Jue < 2 2.003 VOWIFI-SLAVE2_20200131_130744_VOWIFI-SLAV.
INCOMING-CALL Error list
Time v Incoming call torobot  Incoming call network ing Outgoing MSISDN Incoming call Connection error Audio quality error MOS Incoming call file
2020-01-31 13:17:20 VOWIFI-MASTER VOWIF| +421905010019 +421905010302 PASS - MOS value 1.783 VOWIFI-MASTER_20200131_131726_VOWIFI-MAS
2020-01-31 13:12:21 VOWIFI-MASTER VOWIFI +421905010019 +421905010302 PASS - ow MOS value 1.718 VOWIFI-MASTER_20200131_131227_VOWIFI-MAS.
2020-01-31 13:11:39 BB-VOSET-MASTER 3G 0917393748 0907700082 PASS : ow A value 1312 BB-VOSET-MASTER_20200131_131314_8B-VOSET-
IVR Error list
Time v Robot Network Operator MSISDN IVRnumber MOS mainmenu  MOSsubmenu  Result Error Audio file main menu Audio file sub menu
2020-01-31 11:34:31 PREPAID-VOSET a6 23101 0907443668 4443 4.022 1.962 FAIL MOS for IVRmam PREPAID-VOSET_20200131_113444-ivr-menul PREPAID-VOSET_20200131._113458-ivi-menu2

+ Robot availability status

[c)




Alarming Tool Voice services — level 2

= List of all robots with Outgoing or Incoming calls with details and audio samples
= Robot location as a Tooltip when mouse is over the robot name or in details

= Error list with audio samples with customized colour messages

88 AlarmingTool / OUTGOING-CALL Summary Raw - & (& |2 |0 |@Lstizhows | Q|| 5m~
Country  Burkina Faso = Qutgoing network 3G ~ =2 VoiceAlarming / INCOMING CALL Summary =2 VoiceAlarming / OUTGOING CALL Summary by hour
~ OUTGOING-CALL Summary 3G
]

OUTGOING-CALL Summary 3G
Outgoing call from robot Network Incoming call to robot MNetwork LastResult Outgoing SR Calls summary
voser20-oer L R Gt | |
wssromans . esamawe oo o [ R EEEEEEEEEEEEEE NN NN NN
VOSET-3G-OBF 36 VOSETICOAST25 36 10:0315 -. .. . . .
VOSET-BURKINA11 36 VOSET-BURKINAG 3G 1011234 ------------------------q...............
VOSET-BURKINA13 36 VOSET-BURKINAG 3G 10:09:36 - Details x . . . . . .
VOSET-BURKINA2 36 VOSET-BURKINAG 3G 10:23:25 - Outgoing call from robot & network VOSET-BURKINAS (KDG 3G Slave) - 3G
VOSET-BURKINA4 36 VOSETBURKINAG 3G 102041 - Incoming callllo robot & network VOSET-BURKINAG (HQ 3G Master) - 3G
Outgoing MSISDN +22656626464
VOSETBURKINAG 36 VOSET-BURKINA1T 36 11053 | Incoming MSISDN 0022656625470
VNRFT.RIIDKINAA an VNQFT-RIIPKINATR 20 1N-N&R-1N _ call result PASS
Audio quality error silent sample
Audio file Play sample
~ Error list MOS Value 0
Post Dial Delay (PDD) (sec) 3.99s
Connect time (CT) (sec) 483s
Time = Qutgoing call from robot Qutgoing call network Outgoing MSISDN Time 2020-03-02 00:5412 vios Qutgoing call file
2020-03-02 08:56:53 VOSET-2G-OBF 36 +22656626475 0
2020-03-02 00:54:12 VOSET-BURKINAS 36 +22656626464 0022656626470 PASS silent sample 0 VOSET-BURKINAS_20200302_005306_VOSET-BURKINAS_PE .




Alarming Tool Voice services — level

= List of all IVR tests with DTMF codes, details and audio samples
= Error list with audio samples and customized colour messages

88 AlarmingTool /VOICE-IVR - Level_2 - & W B L @nowizhishtonowssh Q = -
Country Moldova = Network 3G ~
~ VOICE-IVR Summary 3G
VOICE-IVR Summary
IVR Number and DTMF code 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00
777 A No Data
100;1 Mo Data
TN Mo Data
IVR Number and DTMF code: 777;4 x
Robot Network Testresult IVR MOS mainmenu [VRMOSsubmenu  Time
VOSET-MOLDOVAZ 3G FAIL 1.037 - Audio file 3.967 - Audiofile  07:10:50
Error: low MOS for IVRmenu1
VOSET-MOLDOVAZ 36 PASS 3.388 - Audio file 4.006 - Audio file  07:26:22
VOSET-MOLDOVAZ 3G PASS 3.446 - Audio file 3.949 - Audiofile  07:41:31
VOSET-MOLDOVAZ 3G PASS 4.065 - Audio file 4.009 - Audio file  07:56:41
~ Error list
Error list
Time Robaot databearer Operator MSISDN IVR number MOS mainmenu  MOS sub menu  Result Audio file main menu Audio file sub menu Error
2019-08-06 07:45:50 WVOSET-MOLDOVAZ 3G 25901 069251214 1001 3.545 1.957 FAIL VOSET-MOLDOVAZ 20190806_074556-ivi-menul.mp3  VOSET-MOLDOVA2 20190806_074610-ivi-menu2.mp3  low MOS for IVRmenu2
2019-08-06 07:10:50 VOSET-MOLDOVAZ 3G 25907 069251214 TiTA 1.037 3.967 FAIL VOSET-MOLDOVAZ_20190806_071129-ivr-menu’l.mp3  VOSET-MOLDOVA2_20190806_071142-ivr-menu2.mp3  low MOS for IVRmenu1l
2019-08-06 13:14:21  VOSET-MOLDOVAZ 3G 25901 069251214 TIT4 3.516 2.384 FAIL VOSET-MOLDOVAZ_20190806_131438-ivi-menul.mp3  VOSET-MOLDOVA2_20190806_131452-iv-menu2.mp3  low MOS for IVRmenu2




Alarming Tool Voice services — level 2

= List of all Voice Mails with details
= Error list with customized colour messages

88 AlarmingTool /VOICEMAIL - Level 2 - & v P & | Onowizhihtonowssh QO ~
Country Moldova ~ Network CSFB->3G ~
~ VOICEMAIL Summary CSFB->3G
VOICEMAIL Summary
VMAIL Number 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00

VMAIL Number and DTMF code: 555 x
Robot Network Test result Time
VOSET-MOLDOVAZ 3G PASS ognz41
VOSET-MOLD-LTET CSFB-=3G PASS 08:18:22
VOSET-MOLD-LTE3 CSFB->3G FAIL 08:19:13
Error: 4.receiving sms NOK timeout
VOSET-MOLDOVAZ 3G PASS 08:27:50
VOSET-MOLD-LTE1 CSFB->3G PASS 08:32:10
VOSET-MOLD-LTE3 CSFB-=3G PASS 08:39:15
VOSET-MOLDOVAZ 36 PASS 08:42:58
VOSET-MOLD-LTET CSFB-=3G PASS 08:52:17
VOSET-MOLDOVAZ 3G PASS 08:58:06

~ Error list

Error list
Time « Robot Network Operator Sender Receiver Details SMS time Result Error
2019-08-06 08:19:13 VOSET-MOLD-LTE3 CSFE->3G 25801 +37360333149 555 1.delete sms OK 2.delete vmail OK 3.creating new vmail OK 4.receiving sms NOK timeout 100sec 0 FAIL 4.receiving sms NOK timeout




Alarming Tool Voice services — level 2

= Cell ID and RX level in RAN details panel

#s AlarmingTool /VOICE-CALL - Level 2 - a8 ¢ 2 |G  @nowizhishtonowssh | Q| D -

Country Moldova = Master network CSFB->3G ~
> VOICE-CALL Summary CSFB->3G (1 panel)
> Error list (1 panel)

v CSFB->3G RAN detail

VOSET-MOLD-LTET - Network CSFB->3G ~ VOSET-MOLD-LTEZ2 - Network CSFB->3G
20 20
0 0
20 20
2019-08-06 10:46:25
o o
o 40 = RX_Level - 3G/4G: 96 & @ 40 [
' CelllD - 3G/4G: 6 o ' =l
50 50
-80 -80
-100 -100
03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00
== RX_Level -3G/4G = CelllD - 3G/4G = RX_Level -3G/4G = CelllD - 3G/4G
VOSET-MOLD-LTE3 - Network CSFB->3G VOSET-MOLD-LTE4 - Network CSFB->3G
20 20
0 0
-20
20
e g =]
; 5 " 40
60
0 50
100 - 50
03:00 04:00 05.00 06:00 07:00 08:00 09:00 10.00 11:00 12:00 13.00 14:00 03.00 04:00 05.00 06:00 07:00 08:00 09:00 10:00 11.00 12:00 13.00 14:00

== RX_Level - 3G/4G CelllD - 36/4G = RX_Level - 3G/4G CelllD-3G/4G




Alarming Tool — key points

Check if all tested services should be supervised
Thresholds can be changed

The same user account can be used on more
computers

More TABs with different settings can be opened

An access to the Alarming tool can be joined with
Reporting tool for supervision team.

4 DNS 5 = . o
= 98.1 % (206/210)
88 Level_1/ByNetworks - | & ¥t 2 | | ©Last3hours a .z
Service  dns + hitp_file + web ~ Network DSL+FTTH~ APN  Allv 22 AlarmingTool / Level_1 / ByService
~ DSL
C} - - -
~ FTTH

M AlarmingTool / Level 1/ By Metw. X 4

(&} ‘D “Whttps.//www.daset.sk/grafana/d/3kk7 TVgZk/level 1-by-networks?orgld=358var-nation=Slovakia8lvar-defsfii+g e H
88 Level_1/ By Networks « 2 e BB BGiEstahours alz
Service All~ Network 2G +3G +LTE~ APN Al ~ == AlarmingTool / Level_1 / ByService
~ 2G
il » £y 7
E - : o8.65°% - E 35
~ 3G

v LTE
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